3GPP TSG-SA WG3 Meeting #94 
S3-190255
Kochi (India), 28 January – 1 February 2019

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0531
	rev
	-
	Current version:
	15.3.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	EUTRA connected to 5GC: clause 6.6.2

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2019-01-21

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Clause 6.6.2 is not considering the network architecture option when a ng-eNB is connected to a 5GC.

	
	

	Summary of change:
	Clause 6.6.2 is updated with ng-eNB.

	
	

	Consequences if not approved:
	Unclear specification.

	
	

	Clauses affected:
	6.6.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*********** START OF CHANGES ***********

6.6.2
UP security activation mechanism
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 

The SMF shall send the UP security policy to the gNB/ng-eNB as defined in Clause 6.6.1.

NOTE: A ng-eNB does not support UP integrity protection for any DRB. 
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1a. Precondition: 

RRC security is activated, i.e., 

RRC ciphering and RRC integrity 

protection are activated.

1b. RRC Connection Reconfiguration

({UP integrity indication, UP ciphering indication} for each DRB)

2a. Verify RRC Connection Reconfiguration 

integrity. If successful, for each DRB, if UP 

integrity is activated, start uplink UP integrity 

protection and downlink UP integrity 

verification; for each DRB, if UP ciphering is 

activated, start uplink UP ciphering and 

downlink UP deciphering; and send RRC 

Connection Reconfiguration Complete. 

2b. RRC Connection Reconfiguration Complete

1c. For each DRB, if UP integrity is activated, 

start uplink UP integrity verification and 

downlink UP integrity protection.

For each DRB, if UP ciphering is activated, 

start uplink UP deciphering and downlink UP 

ciphering.




Figure 6.6.2-1: User plane (UP) security activation mechanism

1a.
This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.

1b.
The gNB/ng-eNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 
1c.
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB does not have KUPint, the gNB shall generate KUPint and UP integrity protection for such DRBs shall start at the gNB. Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPenc, the gNB/ng-eNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB/ng-eNB.

2a.
UE shall verify the RRC Connection Reconfiguration message. If successful:

2a.1
If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.

2a.2
Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPenc, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE

2b.
If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the gNB/ng-eNB.

If UP integrity protection is not activated for DRBs, the gNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.

If UP ciphering is not activated for DRBs, the gNB/ng-eNB and the UE shall not cipher the traffic of such DRBs.

************ END OF CHANGES ************
UE
gNB/ng-eNB
1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.



UE
gNB
1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.



